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Dear Cameron

You will be aware of recent media coverage where Healthlink has cited security concerns
with the New Zealand Health Network as a reason for declining to sign an industry agreed
solution for interconnecting accredited health network products.

HISAC is an independent, sector facing body that does not represent the views of any
single group or organisation in the health sector. Our primary concern is health care
providers and ultimately the communities they serve. We take security of information
seriously.

| want to take this opportunity to reinforce a number of points.

e All accredited products that constitute the New Zealand Health Network are secure and
the implementation of the interconnection solution between providers does not impact
in any way on security. Rather, it provides a platform for improved services and more
choice for healthcare providers by establishing a level playing field for access by new,
competing service providers.

* The Health Network Code of Practice is the sector-agreed standard that defines the
security rules for exchange of health information and participant responsibilities. All
currently accredited products, including the part of Healthlink's business that is
accredited (SecurlT), meet these security standards.

e Security rules and policy template documents for small practices have been developed
by HISAC and available on the HISAC website for several years.

e Healthlink are seeking to impose their particular brand of service delivery on all
accredited Health Network vendors and their customers. While their approach to
controlling the customer’s environment may suit some practices, this should be a
customer choice not an obligation.

e HISAC is responsible to ensure information exchange occurs in a trusted and secure
environment and we are active in improving standard practices. Your members will
have recently received (and hopefully returned) a mail-out from us concerning Health
Network registration renewal and security in their own environments.

e We will continue to engage with the accredited vendors in a constructive manner to
leverage the skills and experience brought to the table by all parties, including
Healthlink.



HISAC has also issued a series of frequently asked questions which addresses the
concerns raised by HealthLink. A copy is attached and these are available on our website
at hitp:/fwww.HISAC.govt.nz under the Health Network section.

| would be grateful if you would make the existence of this material known to your
membership.

Yours sincerely

C/

Graeme Osbhorne
Infrastructure Sub-Committee
Health Information Strategy Action Committee

Enc.




The Health Network

1. What is the Health Network?

The Health Network established in 2005 provides New Zealand with an essential
platform for the secure collection, access and exchange of electronic health
information between healthcare providers. The current Health Network is an
evolution of the 1999 Heaith Intranet. The Connected Health Programme, part of the
Ministry of Health's National Systems Development Programme, will further enhance
current Health Network capabilities. For more information regarding Connected
Health refer to the link
(http://www.healthit.org.nz/index.cfm/fuseaction/eprojects/fusesubaction/docs/docum
ent|D/25). :

2. Who constitutes the Health Network?

The Health Network is a closed community comprised of accredited VPN (Virtual
Private Network) providers, security solution providers, information service providers,
users, administration and governance.

3. Who is respdnsible for the governance of the Health Network?

The Infrastructure Sub-Committee (ISC) of Health Information Strategy Action
Committee (HISAC) is the appointed governance body for the Health Network: -
appointed members are selected for their broad healthcare sector understanding,
regarding such things as consumer and care provider concemns related to health
information confidentiality and privacy. Governance responsibilities include ensuring
that appropriate standards, policies and procedures are in place: this includes
establishing policies to mitigate risk of any security breach to the network and
ensuring ongoing validation of policies against issues arising with network security,
which are reportable to the VPN (Virtual Private Network) provider.

4, How many users/imembers are there in the Health Network?

In June 2008, the Health Network membership total is over one thousand, including
600 General Practitioners and 21 District Health Boards. Membership also includes
primary healthcare organizations, laboratories, pharmacies, midwives and private
hospitals. ,

5. Who has access to the Health Network?

Presently, only healthcare providers who are registered Health Network members

have access to the Health Network. [f you are a healthcare provider, you can register
by applying to HISAC (www.hisac.govt.nz).
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The Health Network Interconnection Agreement

5. What is the Interconnection Agreement?

The Health Information Strategy Action Committee (HISAC) initiated the
Interconnection Agreement with the support of the Ministry of Health. The
Interconnection Agreement is an industry-defined solution for a neutral
interconnection point to connect secure VPN (Virtual Private Network). HISAC
worked with Telecom/Gen-i, TelstraClear and Healthlink, the three accredited VPN
providers in New Zealand, to develop the Interconnection Agreement. Virtual Private
Network providers must sign the Interconnection Agreement in accordance with the
Health Network Code of Practice: Telecom/Gen- and TelstraClear are current
sighatories.

7. What is the neutral interconnection point?

The neutral interconnection point is an information routing appliance that enables a
Health Network connected party to send and receive information from another Health
Network connected party via a single connection point. Through the Request for
Proposal (RFP) process, the three VPN (Virtual Private Network) providers selected
Datacom to run the neutral interconnection point: all. VPN (Virtual Private Network)
providers continue to be involved in the implementation plan with Datacom.

8. What are the benefits of the Health Network interconnection for health
professionals, now and in the future?

A major henefit for health professionals using an accredited health network is that
they have access to available health IT systems and applications without needing to
know which network administers the systems. The implementation of a neutral
interconnection point reduces barriers to the entry of new suppliers and is a
necessary step for the transition to Connected Health. Health providers using the
neutral interconnection point to access the Health Network are positioned to migrate
to Connected Health.
{(http://www.healthit.org.nz/index.cim/fuseaction/eprojects/fusesubaction/docs/docum
entiD/25). -

Existing Ministry applications such as the National Health index iookup and Pharmac
Special Authorities will progressively become available only via the neutral
interconnection point. In future, other new Ministry of Health applications will be
exclusively delivered via the neutral interconnection point. These future applications
include those that will deliver services such as:

online pharmacy claiming
eReferrals and discharges
. electronic prescribing
Health Practitioner Index lookup
General practice patient notes transfer {on patient request)
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B4 School checks (on patient consent: refer to www.Moh.govt.nz B4 School
Programme)

«  Secure email for confidential communication

laboratory test orders and results transfer

. What does the neutral interconnection point mean to the VPN (Virtual
Private Network) providers?

The implementation of a neutral interconnection point creates a level playing field
and reduces barriers to the entry of new suppliers who can provide accredited cost
sffective security connections to Health Network members. The neutral
nterconnection point is also a necessary transition step to Connected Health.

Health Network Security

10.  What is in place to ensure Health Network security?

The Health Network is a closed community made up of interlinked, encrypted Virtual
Private Networks (VPN). All data is required to be fully encrypted at all times during
fransmission. All available Health Network hardware products are certified as secure
by international standards. After discussing your requirements and your desired level
of service, an accredited VPN (Virtual Private Network) provider will install the
firewall security device in your practice and configure it to provide a secure
connection to the intemet and to the rest of the Health Network. VPN (Virtual Private
Network) providers have different approaches to configuring and managing their
product, such as how much control they undertake in your local environment.

Users of the Health Network must be registered and comply with certification and
security requirements for their local environments. Each member is subject to
conformance checks against criteria set forth in the Health Network Code of
Practice. Members are also responsible for reporting security incidents to their VPN
(Virtual Private Network) provider.

11. What are the requirements for a VPN (Virtual Private Network) to be a
member of the Health Network?

in 2002, Standards New Zealand developed the Health Network Code of Practice as
the accreditation. standard for all Health Network members, including
telecommunication providers. To acquire accreditation, a VPN (Vitual Private
Network) provider must be assessed annually against the Code of Practice in order
to acquire an annual Certificate of Compliance.
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12.  What are the requirements for a user, such as GP (General Practitioner)
to be a member of the Health Network?

To jointhe Health Network, a potential user must register with HISAC, connect using
an accredited VPN (Virtual Private Network) provider, and meet the security
standards outlined in the Health Network Code of Practice. Meeting the security
standards involves ensuring policies and procedures are in place to protect patient
data stored, exchanged or transmitted by the GP practice. The standards are
designed fo meet international standards for environmental security. HISAC has a
generic small practice security policy document that can be used as a template by
the GP in their practice environment (www.hisac.govt.nz).

13. What is the Health Network Code of Practice?

The Health Network Code of Practice is based on New Zealand health and privacy
legislation, industry principles for the protection of personal health information and
the International Standards Organization (ISO) information technology standards.
Health Network members need to demonstrate that they have policies and
procedures in place to address third party access, personnel security, physical and
environmental security, systems development and maintenance and technical
compliance as well as risk management for any security breach.

14. How does the HISAC ensure security requirements are current?

Throughout 2007 and early 2008, HISAC’s Authentication and Security Expert
Advisory Committee considered international standards, updates to national
legislation and the Health Network Code of Practice in their development of an all-of-
sector security and authentication standard: the new authentication and security
standard addresses the production, storage, disposal and sharing of health
information. The Committee’s recommendations will be circulated for public review
and comment in July 2008. The Connected Health Programme, part of the Ministry
of Health’s National Systems Development Programme is in the process of updating
technical requirements for accreditation and certification for Health Network
members.
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